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About this User Guide

This document provides application users step by step instructions how to register, set up, and assign users in
CDE’s Access Management system. The document also provides links to training videos, highlights best practices,
and includes a troubleshooting section.

CDE strongly recommends watching the IdM training videos, highlighted by the video icon
Best practices are highlighted by the light bulb icon @
Informational steps are highlighted by the information icon @

Pay close attention to notes highlighted as “Important” - and any text highlighted in red

If you require technical support, please email helpdesk@cde.state.co.us

Questions are welcomed! Please send your questions to helpdesk@cde.state.co.us Thank youl!
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Acronym Table

Acronyms TERM
AU Administrative Unit
BOCES Boards of Cooperative Educational Services
CDE Colorado Department of Education
EQY End of Year
FERPA Family Educational Rights and Privacy Act
IdM Identity Management
LAM Local Access Manager
LEA Local Education Agency — this includes School District,
Administrative Units, and BOCES
SPED Special Education
SSO Single Sign-On
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ldentity Management Overview

The Colorado Department of Education Identity Management (IdM) system provides Local Education Agencies (LEAS)
with a means of administering and maintaining user access to integrated CDE applications. IdM also helps ensure

adequate protection of student-level data that is received, collected, developed, and used by the Colorado Department
of Education, in compliance with the Family Educational Rights and Privacy Act (FERPA).

The IdM process reduces the manual effort currently required by districts and CDE resources to create user IDs and
passwords by automating the user registration, approval, and password reset processes, and providing districts and

administrative units with the ability t

CDE Identity Management Home Page — https://cdeapps.cde.state.co.us/index.html

0 maintain users.

Offices Staff Contacts Colorado.gov

CDE Homme For Educators

For Administrators For Parents & Students

CDE Home = CDE Identity Managemen

CDE dentity Management

Applications
To Login click on one of the links:

= Colorado Education Data

Analysis & Reporting System
(CEDAR)

= Colorade Growth Model

= Colorado Adult Education
System for Accountability
and Reporting (CAESAR)

- Statewide Standard Course
Codes System (55CC)

= Grant Payment Systam
[GPS)

= IDEA Budget and
Expenditures System

= Facility Schools Student
Data System

= Record Integration Tracking
System (RITS Web System)

= Educator Identification
System (EDIS Web System)

= Data Pipeline

= Transportation: CDE 40

= ESSUIEP Interchange

Frequently Asked Questions
GQuick Reference Guide

Family Educational Rights and
Privacy Act (FERPA}

Request for Assistance

Tments. on e organization or aperstian of this sRe? Plaass contsct the CDE kenttty Marager.

i

Colorado Department of Education Identity Management

Since Movember 2008, CDE has been working on & new |dentity Management
process that will simplify and streamline the user login process for CDE data
systems and enhance security to student-level data. The first phase of the project
has involved completing analysis to support a Single Sign-on / Delegated
Administration model. This includes drastically reducing the manual effort currently
required by disfricts and CDE resources to assign user ids and passwords by
automating the user registration, approval, and password reset processes, and
providing districts and administrative units with the ability to maintain users via a
Delegated Administration model.

The following treining modules are available to assist the local school districts with
the |dentity Management implementation:

= Module 1 - Overview {2:08)

= Medule 2 - Registering the User Manager (3:55)

= Medule 3 - Setting up Local Access Managers (5:18)
= Module 4 - Creating Users {4:42)

* Module § - Deactivating Users (2:00)

rarko Department of Education. ANl fghts resenved.

A user must have a user ID and password to sign onto a CDE application. A user only has to sign
on once to access all of the CDE applications that the user is approved for. This is referred to as

Single Sign-On (SSO).

To Login click on one of the links:
= Colorado Education Data

* Colorado Growth Model
- Colorado Adult Education

A R - Statewide Standard Course

- Grant Payment System

= IDEA Budget and

= Facility Schools Student

» Record Integration Tracking
= Educator Identification

= Data Pipeline

= Transportation: CDE 40
= ESSU IEP Interchange

LEAs have assigned roles to create and administer users and access privileges to CDE’s
applications (listed to the right) through CDE’s IdM system.

Note, the CDE application list will increase as new applications are added.

CDE Identity Management

Applications

Analysis & Reporting System
{CEDAR)

System for Accountability
and Reporting (CAESAR)
Codes System (55CC)
{GPS)

Expenditures System

Data System

System (RITS Web System)

System (EDIS Web System)

COLORADO
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CDE Identity Management Roles

Role Description
User Manager A person who creates and manages the first Local Access Manager accounts

and IdM policies

Local Access Manager (LAM) | A person who creates and manages other Local Access Manager and user
accounts and approves/denies access to CDE applications

User A person who has a single sign-on account to access approved CDE applications
(not an administrator)

CDE IdM System User Hierarchy

IdM system uses a three tiered user role model.

User Managers have the ultimate authority for the district’s identity
management. Typically, the User Manager is the Superintendent or an Executive

Director in a Administrative Unit or BOCES. A User Manager must register online
and be confirmed by CDE. User Managers create the first Local Access Manager

account. Superintendents

Local Access Managers (LAMs) administer general users throughout ExecutivelDireccor

the LEA providing them access to CDE applications, such as CEDAR,
the Growth Model, and/or Data Pipeline. LAMs are also allowed to |
create additional LAM accc?unt.s for their LEA. Some LEAs choose to LAM LAM LAM LAM
create a LAM per CDE application.

A user requests a user ID and password through their LAM in
order to obtain access to the CDE applications. Teacher Staff Principles Data Analysts

Key Points e A User Manager must register online via CDE’s Identity Management website and be approved by CDE.

There can only be one User Manager at a time per LEA.

e The first LAM must be assigned and created by the User Manager.

e LAMs can create other LAM accounts to help with user account creation and administration. LEAs can
choose to create a LAM per CDE application.

e There is no limit to the number of LAMs or application users in a LEA.

e A user can find out who is their district LAM by submitting a Request for Assistance form via the IdM
website.

7 COLORADO
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Registering the User Manager

A Superintendent, BOCES/Administrative Unit, or Special EducationExecutive Director must self-register with CDE to
become a User Manager for their district. Self-registration is the process of requesting an Identity Manager account

for yourself by using the Identity Manager Administrative Console.

Watch the Registering the User Manager training

Click the link below to watch the video

Registering th

e User Manager (3:05 minutes)

Step 1:
Click on the URL to access the Identity Management
home page.

@ It’s a good idea to bookmark this page

https://cdeapps.cde.state.co.us/index.html

Step 2:
On the menu bar to the left, click on the Executive
Director Registration button.

CDE Homg = CDE Identify Management =

CDE ldentity Management
Applications

To Login click on one of the links:

» Colorado Education Data
Analysis & Reporting System
(CEDAR)

» Colorado Growth Model

= Colorade Adult Education
System for Accountability
and Reporting (CAESAR)

- Statewide Standard Course

Codes System [$5CC)

= Grant Payment System

(GPS)

= IDEA Budget and

Expenditures System

» Facility Schools Student

Data System

» Record Integration Tracking

System (RITS Web System)

= Educator ldentification

Colorado Department of Education Identity Management

Since MNovember 2008, CDE has been working on & new |dentity Management
process that will simplify and streamline the user login process for CDE data
systems and enhance security to student-level data. The first phase of the project
has involved completing analysis to support & Single Sign-on / Delegated
Administration model. This includes drasfically reducing the manual effort currently
required by districts and CDE resources to assign user ids and passwords by
automating the user registration, approvsl, and password reset processes, and
providing districts and administrative units with the ability to maintain users via a
Delegated Administration model.

The following training modules are available to assist the local school districts with
the Identity Management implementation:

= Module 1 - Overview {2:08)

= Meodule 2 - Registering the User Manager (3:55)

= Module 3 - Setting up Local Access Managers (5:108)
= Module 4 - Cresting Users {4:43}

= Meodule § - Deaclivating Wsers (2:00)

System (EDIS Web System)
- Data Pipeline

- Transportation: CDE 40

» ES5U IEF Interchange

Frequently Asked Questions
‘Quick Reference Guide

Family Educational Rights and
Privacy Act (FERPA)

Request for Assistance

[ Executve Director Regisrin R =3
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Step 3:
Complete the User Self-Registration web form. You

must fill in all the required fields which are marked by User Self Registration
red aSterISkS You can create a request to register as a user from this page.

* Indicates Reguired Field

User Information

Important: User1D | p————————
a. The User ID is your official school email Firstame L ]
Widdle Name I:l
address —
b. Please be sure to enter a password that Passworg T
conforms to the password requirements ?””’“ :'ESSNW”" ]
rganization Name * Please select your On v
beIOW Requestor Telephone x:l
c. Search for your Organization Name (LEA) by Last 4 Digits of S3 S

Comments -

pulling down the drop-down menu

Please see the informational steps below for b & c

z The CDE Identity Management system requires the
b. Password Requirements following Password Policy.

CDE established a password policy to make sure users

have a secure strong password that is less susceptible

JoF . Password Minimum Length 8
to someone guessing it. The system will not let you set Minimum Number of Uppercase Characters 1
up a password that does not adhere to the CDE Minimum Number of Lowercase Characters 1
password policy. Minimum Mumber of Non Alphanumeric Special Characters | 1
. ... Example special characters include: | 5 # @
Minimum Number of Numeric Characters 1
¢. Organization Name 1
Organization Name is your LEA name. CDE will notify -\
you if you mistakenly choose an incorrect organization
name.
. 5 ity Check
Ste 4' Ple:::'tlype l:):h words separated by a space. The Security
Before y0U can SmeIt your requeSt' y0U must The text is case sensitive, including upper and lower case letters. i:tsol:;:lseﬁc;
perform a Security Check by re-typing the security Selectthe reffesh button to have a new graphic displayed. prevent autor
word displayed on the page. Digitize Bool
- By entering tt
lal‘tlclllarl I\t\:antuergqﬁm
y ]
Then click the Submit Request button Provide an A
A d li
particularly getteess | Privacy & Terms word chalen

[ Submit Request ]I[ Clear ]
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Step 5:
After submitting your request, you will receive a
tracking number to track your request.

V

If you need help or wish to contact someone on the
IdM Management team by email, there is a link near
the bottom of the page in the blue bar.

The email address is: helpdesk@cde.state.co.us

Self-Registration Request Received

Your self-registration request has been received. Your Request D for

Track Request 2007

Return to Login Page

= on the organization or operation of th

rtment of Education. All rights reserved.

aimer. Privacy.

@

Your request will be sent to CDE’s Verification Group.
You will receive a notification email within 24 hours or
sooner.

After you receive the notification email, your next step
is setting up a Local Access Manager (LAM) account to
assist you with [dM administration.

From: cdeldM@cde.state.co.us
To: Flintstone F@cde.state.co.us
Subject: CDE Self Registration

Dear Fred Flintstone,
A new user has been approved.

New userid: FLINTSTONE F@CDE.STATE.CO.US hasheen
created for Fred Flintstone.

Nextsteps:

You may now login to
https://cdeapps.cde.state.co.us/CDEAccess/login.jsp
and add a new Local Access Manager (LAM).

A Local Access Manager (LAM ) will be able to assign new user
accounts and designate the new usersto application groups,
such as, CEDER, RITS, Data Pipeline and other CDE
applications.

10
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Setting Up Local Access Managers

The User Manager, typically a Superintendent or BOCES/Administrative Unit Executive Director, creates a Local
Access Manager account to help them manage the IdM system for general users. The first LAM, in any LEA, must be
set up by the User Manager; then the LAM can set up other LAMs and together they can register users to access the

CDE applications.

Smaller districts might have 1 — 2
LAMs, whereas, larger LEAS may
wish to set up a LAM per CDE
application to manage users per
application.

Superintendents

Executive Director

LAM LAM LAM LAM
Teacher Staff Principles Data Analysts

Once the User Manager receives confirmation from CDE, they can set up a Local Access Manager by following the

steps below.

Watch the Setting up Local Access Managers training
VIABO ottt st b e

Click the link below to watch the video
Setting up Local Access Managers (5:19 minutes)

Step 1:
Click on the URL to access the Identity Management
home page.

v

It’s a good idea to bookmark this page

https://cdeapps.cde.state.co.us/index.html

Step 2:
On the menu bar to the left, click on the Access
Management button.

Frequently Asked Questions
Quick Reference Guide

Family Educational Rights and
Privacy Act (FERPA)

Request for Assistance

BOCES Agreement

| Forgot My Password
Access Management
Executive Director Registration

Acceptable Use Policy

1 COE wenee. o
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Step 3:
If this is the first time the User Manager logs onto the

Access Management system, they will be asked to
change their password.

The User Manager logs onto the Access Management
system using their new password.

Colorado Department of Education - Single Sign-On
Username:

Flintstone_F@cde state.co.u
Password:
BN IRBNN

| forgot my password

@
A successful login will bring you to Welcome to CDE
Identity Management page

» My Account
» Users
» To-Do List Quick Status

» Help

Welcome To The Oracle Identity Manager Administrative And User Console

Step 4:
On the left-hand is a link for Users.

Clicking on Users presents you with two choices:
1. Create auser

2. Manage a user

Click on Users
Click on Create to set up a LAM or general user

» My Account

~ Users /
* Create
+« Manage

» To-Do List

» Help

Welcome To The Oracle

Quick Status

Manage Your Account
Change Password

12
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@

This will bring you to the Create User page.

When you create a user, you are creating access for
someone within your district.

To setup a user as a LAM, check the check box as
highlighlighted by the red box

Checking the box, provides a LAM access to the Access
Management system and also provides them the
authority to sign up other LAMs as well as general
users. LAMs issue and manage user details and
passwords for other LAMs or users throughout their
district.

Important:

Do not check the box if you are setting up a general
user. Only User Managers and LAMs are allowed
access to the Access Management system.

Create User
You may create a new user from this page

* Indicates Required Field

]

User ID

First Name "

Middle Name

Last Name . User Locked

Status ] Phone Number ]
Organization * | |/ C\gagILoca\ Access Manager (LAM) i I

User Disabled Title

Local Access Manager (LAM)

Step 5:
To set up a user as a LAM, fill in all the required fields

which are marked by red asterisks and check the LAM

Create User
You may create a new user from this page

* Indicates Required Field

Ch eck bOX First Name X |:| Pass‘word *
Middle Name |:| Confirm Password ~ *
Im porta nt: Last Name * |:| User Locked
* The User ID is always the user’s official school Status L ] Phone Number L
. Organization  * L/ c\ﬁiLocal Access Manager (LAM) I ¥
email address.
User Disabled Title
¥
The phone number field is optional; however,
CDE recommends you fill in this field.
Create User
Step 6: You may create a new user from this page

To select the Organization (LEA), click on the
magnifying glass. A pop-up window will open.

* Indicates Required Field

UserID '[F!ubble_Eh;i- cde.state.co 1.|

First Name * [Betty |

Middle Name | |

Last Name ¥ |F!ub|.'xie |

Status [ I ,
Organization =| - clear
User Disabled ]

User Locked ]

. Cae weome.n




Step 7:

Click the Go button

Your Organization (LEA) name will now be displayed.
You will only see the LEA that has been assigned to
you.

Click on the radio button
Click the Select button

The window will close and you will see that the
Organization field has been automatically filled in.

=101 =
r '] ;I
| Select Organiration
Salech the vilue 1o USE In e feld
Fiter By [0 =l oo |

CHLT AN VWY SCHOOL DISTRICT 1230

Closs

Last Name * |F.'|.h:1I9 |
Status [ |
Organization  +|[MOUNTAIN VIEW SCHO{)
User Disabled r
User Locked -

Step 8:

Create a password. Please follow CDE’s Password

Policy (please see page 9) Password |eeeecence |

The password you create is temporary, the LAM will
change his/her password the first time they log onto
the Access Management system.

Confirm Password

"III'III'II‘I I

Step 9:
When you are finished completing all the fields, click
on the Create User button.

Pl Mffitont T ]
Lol Aress M s [LAN) -
¥ oCex  Toe C

14 COE wenee.




Step 10:
This brings you to the User Detail page. This page
provides summary information about the user.

Note, the Local Access Manager check box is checked.

User Detail

This is information about the user.

You can view additional details about this user: Select

User ID RUBBLE_B@CDE.STATE.CO.U User Disabled
First Name Betty User Locked
Middle Name Phone Number 303-444.5555
Last Name Rubble Local Access Manager (LAM)
‘g i , Status Active Title \
Organization MOUNTAIN VIEW SCHOOL DISTRICT_1230
This is also where the LAM manages the user’s account [Ea | [ Dsae [ Daste | [ Ghange Password I
and password.
Step 11:
The User Manager must send a personal email From:Flintstone_F@cde.state.co.us
o 8 : P . To: Rubble B@cde.state.co.us
providing the LAM their user details. Subject: Local Access Manager Account
Dear Betty,
The Access Management system does not send an
- . ¥ Local A M thasb ted.
automatic email to the LAMs and/or users. ourtocal AccessHlanageraccount hasbeen create
Your UserID is Rubble_B@ cde.state.co.us
|mp0rta nt: For security reasons, you will receive your temporary
For security reasons, it is strongly recommended to password in 3 separate email
send two emails. The first email with the User ID and Please contact me if you have any questions.
the second email containing the password.
15
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Logging in as a Local Access Manager

Note, only User Managers and LAMs can log onto the Access Management system.

Step 1:
Click on the URL to access the Identity Management
home page.

@ It’s a good idea to bookmark this page

https://cdeapps.cde.state.co.us/index.html

Step 2:
On the menu bar to the left, click on the Access
Management button.

Privacy Act (FERPA)

| Forgot My Password

Access Management
Executive Director Registration

Acceptable Use Policy

Step 3:
Log in using the user ID and password provided by
your User Manager. Click Login.

You will be prompted to change your password
Click Save

Colorade Department of Education - Single Si

Usermarne:

IRubee_B@Cde.state.cu.us

Password:

N

| forgot my password

include the foll

The p. d requi

Password Minimum Length
Idinirurm Murmber of Uppercase Characters
Minirmurm Mumber of Lowercase Characters

Minirnurn Murnber of Mon Alphanureric Special Characters

. ... Example special characters include: ! § # @
Minirmurm Number of Mumeric Characters

Change Passworid

You must set a new Password.

0ld Password

[eoeenness

Enter new password: I---------
Retype password: I--ooooooo

“- Save )J.Cancel )

q:

L s @

16
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Step 4:
Click Back.

This will bring you back to the login screen. Enter your
new password

Click the Login button

CDE Home > CDE Identity Management > Forgotten Password >

Your Password has been changed.

(Back ) mm—

Colorado Department of Education - Single Sign-On

Username:
IRubble_B@cde.state.co.us
Password:

[s00sccces|

@

The new LAM now has access to set up additional
LAMs and general users

» Users
* Create

s Manage Quick Status
» Help

Welcome T

o coe
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Setting up Users

When a LAM sets up a user via the Access Management system, they are creating a Single Sign-On (SSO) account;
meaning the User only has to sign on once, allowing the user to easily switch between applications without having to
login in multiple times to access different applications.

When setting up users, the LAM must assign the user to the correct Group Membership that provides them the

correct access and

V

permissions for an application.

CDE Group Mappings spreadsheet. To download this spreadsheet in full, click here.

Default CDE Application IdM Groups |Role/Collection Data Pipeline [dM Groups Role/Collection
All Users {Given to all users automatically) Interch
CDE_External {Given to all users automatically) STD Student interchange
STF Staff Interchange
CDE Application IdM Groups Role/Collection TIL Title I interchange
CEDAR Colorado Educational Data Analysis & Reporting System SPE SPED IEP Interchange and ESSU IEP Interchange
GM Colorado Growth Model TSL Teacher student interchange
e Colorado Adult Education System for Accountability and DIS Discipline interchange
Reporting
S5CC Statewide Standard Course Codes Snapshots
GPS Grant Payment System ocT Student October
IDEA IDEA Budget and Expenditures System SEY student End of Year
FSS5DS Faciltiy Schools Student Data System DEC SPED December count
FEDAPP Consolidated Federal Application sp| SPED Discipline
RITS RITS Web application EOY SPED EOY
EDIS EDIS Web application HRD HR December
SIED itz Gruellbaiion ISP Math & Science partnership

Year Rounds
DIR Directory
RTS RITS Batch File upload
EDS EDIS Batch File upload
Please note, this list is subject to change as new
applicatios are added. Periodics
ACT ACT SBD collections
ACC Access SBD collections
TCP TCAP SBD collections
RCM Report Card March
FIN December Finance
115 11th grade assessment
RED READ

When adding Users into Membership Groups, ask the following questions:

What privileges does the user require?

e View Only

¢ View and Edit

e View, Edit,

Submit

e View and Approve

COLORADO
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Setting up Users and assigning Group Membership

Click the link below to watch the video
Creating Users (4:42 minutes)

Step 1:
Click on the URL to access the Identity Management
home page.

@ It’s a good idea to bookmark this page

https://cdeapps.cde.state.co.us/index.html

Step 2:
On the menu bar to the left, click on the Access
Management button.

Frequently Asked Questions
Quick Reference Guide

Family Educational Rights and
Privacy Act (FERPA)

Request for Assistance

BOCES Agreement

| Forgot My Password
Access Management
Executive Director Registration

Acceptable Use Policy

Step 3:
Login using your LAM user ID and password

Username:
|Rubble_B@cde.state.co.ul
Password:

Login %

| forgot my password

19
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©,

2 Actouit Welcome To The Oracle Identity Manager Administrative And User Console
» Users
A successful login will bring you to Welcome to CDE UL Sl
. » Help
Identity Management page
Manage Your Account
Change Password
Step 4:
On the left-hand is a link for Users.
~ Users
- . . Welcome T
Clicking on Users presents you with two choices: o Creste v
1. Create a user e Manage Quick Status
2. Manage a user » Help
Click on Users
Click on Create to set up a LAM or general user
Step 5:
This will bring you to the Create User page crent User
You may creaie a new user from this page
When you create a user, you are creating access for Mlicalee Reyuared Fieid
. . . . User ID * |Granite_ C@cde.state :ﬂ
someone within your district. N Password S ——
ConfimPassword [ |
Middle Name Cary
To set up a general user, fill in all the required fields LestNeme  *[Grante ] User Locked ]
. Status Phone Number
which are marked by red. Organization *[__ )7 Clear Local Access Manager (LAM)
User Disabled Title e —|

Important:
* Do NOT check the Local Access Manager check
box

The phone number field is optional, however, CDE
recommends you fill in these field.

| Create User

Cancel |

Step 6:
To select the Organization (LEA), click on the
magnifying glass. A pop-up window will open.

Create User
You may create a newe user from this page.

* Indicstes Required Fisld

UserID * Fanite_C@cde.state.cn.us|

First Wame * |Cary |

Middle Mame | |

Last Marne * |Granite |

Status | | /
Qrganization 1v| |/ Clear
User Disabled I

User Locked -

20
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Step 7:
Click the Go button

. . =10 x|
Click on the radio button =]
Click the Select button |

Sebect Organization
The window will close and you will see that the EASRCLENS PN Y & S0 81 RNS R
Organization field has been automatically filled in. I Filter By | 1 arm: = se |
TARN VI SCHOOL DESTRICT 1230
Step 8:
Create a password. Please follow CDE’s Password
POIiCy Password o I-.""-.' I
Important Confirm Password *lesssssses |
The password you create is temporary, the User will
have to change his/her password the first time they
log onto the Access Management system.
Step 9: Create User
.« . . . . Y creat / fi thi g
When you are finished completing all the fields, click D:m‘ay:;ei ;”e:luw e
on the Create User button. User 1D * [Granite_C@cde state.c
i “[eovsesenes ]
T — Password [rosvennees |
Mk N I:l Confirm Password o
LastName  * [Granite User Locked
Status MOUNTAIN VIEW SCHOO Phone Number 303-333-5555
|mp0rta nt: Organization  * /- Clear Local Access Manager (LAM)
i L 1
* Ensure you have NOT checked the Local Access . s

Manager check box

ir e ‘
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Step 10:

This brings you to the User Detail page. This page isf
provides information about the user. E
Hir D GIARIT O STANLCOULS ir Caiibing &
Note, the Local Access Manager check box is NOT Futhene  Camy e Locked B
checked. Whcdis Hama Phrss Mumbs! 0I5
Last Hama (s Lors ACCeds Marage (LA i
Ak Tide
Crgangadiaon ORI T AN VW SOHDOE DESTHCT 4700
I_'HI (ST Drabifn LRetger e 0
Step 11:
Note, the line — You can view additional details about You can view additional details aboutthis user: | Select |
this user:
To assign a user into their appropriate Group e bati
Membership, pull down the menu bar and select This is information about the user
Group Membership. can view additional details aboutthis user 2

(z i ) You can ignore the other two choices

UserID GRANITE_C@CDE.STATE.
First Name Cary
Middle Name
Last Name Granite
Status Active
Organization MOUNTAIN VIEW SCHOOL DISTRICT_1230
Edit Disable Unlock Delete Change Password

2

When you select Group Membership, you come to
the Group Membership page

Note, the list of groups highlighted in the screenshot,
these are administrative groups that are
automatically generated by CDE.

User Detail >» Group Membership

currently member of groups

User|D: GRANITE C@CDESTATE.COUE
First Mame: Cary

Last Mame: Granite

Results 1-2 01 2 First | Frevious | e
Group Hame Unassign
ALL USERS r
CDE_EXTERNAL r
Unassign

First | Frevious | He

Assign Cancel

. CaE woms,.n




Step 12:
To assign the user to additional groups, click the
Assign button

This brings you to a list of possible groups.

Uset Detall >> Group Membership

Currently member of groups

UserID: GRANITE C@CDESTATE.COUS
First Name: Cary
Last Name: Granite

Results 1-2 of First | Previous | Ne

Group Hame Unassign
ALL USERS r
CDE_EXTERNAL |
Unassign
Fist | Previous | Ne
Assign Cancel
Filter
o =l o |
Results 1-5 0f §
Group Hame
LAM-1230

MOUNTAIN_VIEW_SCHOOL GiM-1230-0020
MOUNTAIN_VIEW_SCHOOL CEDAR-1230-0020
MOUNTAIN_VIEW_SCHOOL _DISTRICT CEDAR-1230

MOUNTAIN_VIEW_SCHOOL_DISTRICT GM-1230

N

Assign Group Cancel |

Step 13:
The Group List will be long. You will more than likely
have to search for the appropriate group.

Pull down the menu bar to Filter By: Group Name

Use the Wildcard syntax *xxxx* to narrow your
search. Wildcard syntax uses asterisks before and
after your text.

Wildcard syntax is a standard computer method to
assist with searching using keywords

For example, if you wish to search for all the groups
that belong to CEDAR, type *CEDAR* and then click
GO

This will generate a list of all the available CEDAR
groups.

Fimer I |

By - *CEDAR* Leed
|

LAM-1 230

MOUNTAIN_VEW_SCHOOL GM-1230.0020
MOUNTAN_VEW_SCHOOL CEDAR-1230-0020
MOUNTAN_VEW_SCHOOL_DISTRICT CEDAR-1230

MOUNTAN_VIEW_SCHOOL _DISTRICT GM-1230

Agmign Group E Canesl ]

N Cae weome.n




@
Important:
When selecting groups, be sure you are selecting the
correct group and be careful to note if the group is
for a school or for a school district.
For example,
MOUNTAIN_VIEW_SCHOOL GM-1230-0020

VS.

MOUNTAIN_VIEW_SCHOOL_DISTRICT GM-1230

LAM-1230

|mrm_m~_sum GM-1230-0020

MOUMTARN _VIEW_SCHOOL CEDAR-1230-0020

MOUNTAIN_VIEW_SCHOOL_DISTRICT CEDAR-1230

IWHTM_'U'E'N_SW_DETHET Gi-1230

Asgigh Group Cancel I
Step 14:
To assign a user to a group, check the appropriate AU UMMM
check box(es). il | ) |
Click on the Assign Group button. )

You will then be asked for confirmation, click
Confirm Assign button

LA T

BACURTAN VIV SN0 O 0000
MCURTAR VN _SCrO0L CRDVR-1730-0000
AT VIV SCHOOL DR TRNCT CRDAN-1 200

SACUINTARN_VEWY_SCHOOL DR TasCT Ohd-12050

® ;

Confirmation

Dovyouwant to assign the following groups as members:

o MOLMNTAIMN_VIEW_SCHOOL Ghi-1230-0020
&« MOUMNTAIN_VIEW _SCHOOL CEDAR-1230-0020

Confirm As=zign I Cancel

R

) Cde ftist s SR—




Step 15:
You will now see the user’s new group assignment in

their User Details.

Important:
The LAM must send a personal email providing the
user their user details.

The Access Management system does not send an
automatic email to the LAMs and/or users.

Important:

For security reasons, it is strongly recommended to
send two emails. The first email with the User ID and
the second email containing the password.

User Detail »> Group Membership

Currently member of groups

User ID: GRANITE C@CDESTATE.CO.US

First Marne: Cary

LastMame: Granite

Results 1-4 of 4

First | Previous | Me

Group Hame Unassign
ALL USERS r
CDE_EXTERNAL r
MOUNTAIN_VIEW_SCHOOL GM-1230-0020 r
MOUNTAIN_WIEW_SCHOOL CEDAR-1230-0020 r

From:Rubble B@cde.state.co.us
To: Granite_C@cde.state.co.us
Subject: CDE Single Sign-On

Dear Cary,

Your CDE Single Sign-On account has been created. You may
now access the CDE applications you have requested.

Your UserID is Granite_C@ cde.state.co.us

For security reasons, you will receive your temporary
password in a separate email.

Please contact me if you have any questions.
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Managing and Deactivating Users

Using Search Filters and Wildcard search syntax.

There are several filters for a User Manager or LAM to search for users or groups. Using the wildcard syntax will help

you in your search.

Step 1:
Click on the URL to access the Identity Management

home page.

@ It’s a good idea to bookmark this page

https://cdeapps.cde.state.co.us/index.html

Step 2:
On the menu bar to the left, click on the Access
Management button.

Frequently Asked Questions
Quick Reference Guide

Family Educational Rights and
Privacy Act (FERPA)

Request for Assistance

BOCES Agreement

| Forgot My Password
Access Management
Executive Director Registration

Acceptable Use Policy

Step 3:
Log in using the user ID and password.
Click Login.

Colorade Department of Education - Single Sigh-On

Usemarmne:
|Rubble_B@cde.state.co.us
Passwaord:

N

1 forgot my password

@

A successful login will bring you to Welcome to CDE
Identity Management page

Improving
Acadermic
Achisvement

» Users
» Help

Welcome To The CDE Identity Manager Administrative And User Consele

Quick Status
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Step 4:
On the left-hand is a link for Users.

Clicking on Users presents you with two choices:
1. Create auser

2. Manage a user

Click on Manage

v Users W
e Create
e Manage Qui

» Help '\

Step 5:
From the drop-down menu, choose to filter by User ID

In this example, we will use the wildcard syntax
*pipeline*

Remember, the wildcard syntax always uses asterisks,
HFXXXXXXX*

Click the Search User button

Manage User
Type in search criteria to search for users.

User ID |L]

M

First Name
Middle Name
Last Mame
Email Address

Group
Provisioned Resource -
Organization
Manager User ID 1

l TFEHITT USE J l el

Manage User

Type in search criteria to search for users./

User ID * “pipeline*

-

-

-
Employee Type A
Status -
[ Search User ] CIE.E:]

N Cae weome.n




Step 5:
The users with “pipeline” in their user ID will appear in
the user list.

Click on the user ID, this will bring you to the User
Detail page

From the view additional details drop-down menu,
click on Group Membership.

Note, the groups the user currently belongs to:
e ALL USERS (default system group)

e CDE_EXTERNAL (default system group)

Resufts -1 61 Firat | Previous | oext | Last
User i st Nams Lant Hame: Sstus
IESTFELRE Cou Test Fipe e At

hY

User Detail
This is information about the user.

You can view additional details about this user: | Select M
Select
User D TEST@p|pF'\ESULII’CE Profile
) Group Membership
Firsthiame Test Proxy Details
Middle Name
Last Wame Pipeline
Status Active
Organization COLORADO CITY_0001

Change Password

Back To Search Results

pelete | [

User ID: TEST@PIPELINE.COM
First Name: Test

Last Name: Pipeline

Filter By Group Name

| Search

Results 1-3 of 3 First | Previous | Next | Last

Group Name s

ALL USERS

CDE_EXTERNAL
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Step 6:
In this example, we will assign the user to the Staff
Interchange group.

To assign an user to a group, click on the Assign button

From the Filter By drop-down menu, choose Group
Name.

In the search field, enter the wildcard syntax *STF* to
search for all groups for the Staff Interchange

Click the Go button

The search the displays the group:

TEST_GROUP PIPELINE-2395-STF~LEAUSER

Click the Assign button. Confirm to add the user to the
new group.

Filter By Group Name || | E

Results 1-2 of 2 First | Prev
Group Name
ALL USERS

CDE_EXTERNAL

Ls | Next | Last

Cancel

User Detail >> Group Membership >> Assign Groups

Select groups to assign user as member of

Filter
By

User ID: TEST@PIPELINE.COM
First Name: Test
Last Name: Pipeline

Group Name -~ *STF*

Filter By Group Name | | search

Results 1-1 of 1 First | Previous | Nex

Group Name

TEST _GROUP PIPELINE-2395-STF~LEAUSER
e

First | Previous | Next | Last
I Assign l Cancel l
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Step 7:
In this example, we will Unassign the user to the Staff

Group Name Unassign
Interchange group. e

CDE_EXTERNAL
On the User Detail page, check the Unassign check R R e = o~

box, Click the Unassign button.
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Deactivating Users

The steps below demonstrate how to deactivate a user that has retired, left the district, or was terminated. It’s
important to update the user’s status as soon as possible.

Watch the Deactivating Users training

Click the link below to watch the video
Deactivating Users (2:00 minutes)

Step 1:
Click on the URL to access the Identity Management

home page.

v

It’s a good idea to bookmark this page

https://cdeapps.cde.state.co.us/index.html

Step 2:
On the menu bar to the left, click on the Access

Management button.

Frequently Asked Questions
Quick Reference Guide

Family Educational Rights and
Privacy Act (FERPA)

Request for Assistance

BOCES Agreement

| Forgot My Password
Access Management
Executive Director Registration

Accepiable Use Policy

Step 3:
Login using your LAM user ID and password.

Username:;
|Rubble_B@cde.state.co.uI
Password:

|
Login %

| forgot my password

@

A successful login will bring you to Welcome to CDE
Identity Management page

Improving
Acodemic
Achievement

» Users

» Help
GQuick Status

Welcome To The CDE Identity Manager Administrative And User Consele
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Step 4:
On the left-hand is a link for Users.

I . . « Users
Clicking on Users presents you with two choices: W
1. Create a user e Create
2. Manager a user e Manage Qui
. » Help
Click on Manage
Step 5: = [
In this example, we are searching for a user ID for a i —
. . ser
User we would like to deactivate. First Narme
Middle Name
Last Name
Email Address
Q Group j"
% Pravisioned Resource lﬁ
Organization
. Mananer User ID
There may be hundreds or thousands of users in 2
your user list; it’s a good idea to use the Filter and %
. . Results 1-3 of 3
Wildcard functions. ’ ——re
User ID First Hame Last Hame  Status r
. . FLINTSTONE F@CDE STATE.COUS Fred Flintstone Active I
After you set up your filters, click on Search Users
. . . . GRANITE C@CDE STATE.COUS Cary Granite Active r
button and you will receive a refined list
RUBBLE B@CDE STATE.COUS Betty Rubble Active [}
Step 6:
After you set up your filters, click on Search Users Search Usar | claar |
button and you will receive a refined list
Results 1-3 of 3
Click on the users name, this will take you to the user Festhame  Losteme  Status
User DEtaII page' FLINTSTONE F@CDE STATECOLUS Fred Flintstone Active r
GRAMTE CECDESTATE.COUS Cary Granite Active r
RUBBLE B@CDE.STATECOUS Betty Rubbie Active r
32 COE wom.....




Step 7: e i
Click on the Disable button. You can view additional details about this user; | Select.. _':]
UserID GRANITE_C@CDE.STATE.CO.US
First Name Cary
Middle Mame
Last Name Granite
Status Active
Organization MOUNTAIN VIEW SCHOOL DISTRICT_1230

Edit I Unlock Delete Change Password
ckT

Ba 0 Search Results

Management >

The next screen, click on Confirm Disable

Confirm Dizable Canoel

Important: Results 1-3 of 3
. . . Enable
The user still appears in your list of users, but the UseriD FirstMame  LastHame Status -
user’s status will be marked .DIS‘ab|Ed and will not FLINTSTONE F@CDE STATE.COUS Fred Flintstone Active r
have access to any CDE applications or systems.
GRANITE C@CDE STATECOUS Cary Granite r
RUBBLE B@CDE STATECOUS Betty Rubble Active r
Enable

You can view additional details about this user: | Select. st
A User Manager or LAM can always reactivate that UserIn GRANITE_C@CDE.STATE.COUS
. . . FirstiN C;
user by clicking on the Enable button via the User M‘i’:me:”:ne o
Detail page' LastName Granite
Status Disabled
Organization MOUNTAIN VIEW SCHOOL DISTRICT_1230
Edit Upfocic Delets Change Password
kT arch R it
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@

Currently, deleting a user is NOT an option. You will
receive a message that you do not have permission
to perform this operation.

Only the CDE IdM team can delete a user; however
if CDE deletes your user, you will still see that user
in your user list and you will not be able to edit the
user’s details.

To remove the deleted user from your list, you
need to send a request to CDE IdM team.

V
It’s best practice to only Disable users which will
retain their user details.

>
@ You do not have permissions to perform this operation.
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Troubleshooting CDE Applications Issues

CDE Contact Email and Requesting Assistance

CDE IdM Contact Information
The Identity Management Team email: helpdesk@cde.state.co.us

Requesting Assistance
All users can request assistance from the Local Access Manager (LAM)using the Request Assistance web form
available on the CDE Identity Management homepage.

Go to the Identity Management homepage and click on the Request Assistance link on the left-side menu below the
list of CDE Applications.

Frequently Asked Questions
Quick Reference Guide

Family Educational Rights and
Privacy Act (FERPA)

Request for Assistance

When a user clicks on Request for Assistance link, they are asked to
complete the Assistance Request web form below (pictured below).

After submiitng the Assistance Request web form, an email is sent directly
to the user’'s LAMs. The LAM should contact the user.

Assistance Request Form

Executive Director Registration

- The purpose of this form is to request assistance from the Local Access Managers assigned
Acceptable Use Policy to your organization.
If you're not part of a district or a BOCES, please choose “External Organization™ for support.

FE
mam
ggm
HEIE
253
=N~

HHE
ag”

Email
Address
First Mame |

Last Mame |

- L NORTHEAST BOCES 8040 2

Name

Requestor |
Telephone

Service -]

Reguest

Security Check
Please type both words separated by a space. The Security Check allows us to:
The text is csse sensitive, including upper and lower case letters. Ensure Security from "Bots™

o Automsted programs known as "Bots”
Select the refrash button to have a new graphic displayed cannot read distorted texd as well as

humans. The Security Check helps prevent

. sutomated programs from using this
= registration page.
“ﬁbﬁ& 2 cimraton pag
a nd [ 0] Digitize Books One Word at a Time
By entering the words in the box, you are
[ | Privacy & Terms | giso helping to digitize books from the
Internet Archive and preserve literature that

wss written before the computer age.

Provide an Audio Option for Visually
Impaired Customers

An audio option allows visually impaired
customers to hesr 2 sat of 8 digits that can
be entered instead of the word challenge.

Frequently Asked Questions

Quick Reference Guide

Fa_mily Educational Rights and

HncoyiBCIH EERER) You will also find a helpful Frequently Asked Questions link on this page too!

Request for Assistance
BOCES Agreement

| Forgot My Password

Access Management
Executive Director Registration
Acceptable Use Policy
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CDE Application Issues

This section provides the Local Access Manager some known CDE Application issues and troubleshooting techniques.

Application

CDE Single Sign-On

Issue / Error Message

A User Manager, LAM, or user has forgotten
their password

Suggested Resolution

If a user has forgotten their password, direct
them to click on the | forgot my password link
on the Single Sign-On login page

Colorado Department of Education - Single Sign-On

Username:

Password:

Login

| forgot my password _

The user submits their User ID to CDE, CDE
will send a temporary password via email

Access Management or
other CDE Applications

Colorado Department of Education Identity Management

You have not been granted access to this CDE
Application

For assistance or to be granted access, please contact your District Local Access
Manager (LAM). Use e.g. "Request for Assistance” link on the left.

If you receive this message when logging onto
the Access Management system, it may be
the account was not set up correctly.

1. A User Manager should contact the CDE
Identity Team: cdeldM@cde.state.co.us

2. A LAM should first contact their User
Manager or the LAM who created their
their account.

3. Auser should contact their LAM.

4. A user can also submit a Request for
Assistance form. The user should specify
which application access is needed in their
assistance request
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Application

Access Management

Issue / Error Message

A User Manager or LAM does not see their
organization listed after clicking on the
magnifying glass.

Select Organization

Select the value to use in the field

Filter By: MNar

Specify initial search criteria.

Suggested Actions

Click the Go button. The organization will
appear in the selection list.

All CDE Applications

A user reports they are not getting through to
the application for which they have permission.

Forbidden

You don't have peromsacn to access fawatS30F on thas verver

Cracle-Application-Server-10g/10.1.5.1.0 Oracle HTTF-Server Server at cdoappa.cde.ciate.co.us Port 443

Advise the user to close their browser
window and try again. If that doesn't help, a
user should try clearing their cache.

If this does not work, contact the CDE Help
Desk: helpdesk@cde.state.co.us
for assistance

Data Pipeline

Login error OIDSY0001
You are not authorized to use this application!

Contact administrator and provide message:
OIDSY0001

This error indicates the appropriate groups
have not been assigned to a user’s account.

This is why a user may not able to access Data
Pipeline

The District LAM may need to assign the
following roles to the user account.

e <district name> PIPELINE-xxxx-
STD~LEAUSER Submit & Modify role

e <district name> PIPELINE-xxxx-
OCT~LEAAPPROVER Approver role
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Application

Data Pipeline

Issue / Error Message

Login error OIDAR0OQO30O
You are not authorized to use this application!

Contact administrator and provide message:
OIDAR0030

Suggested Action

This error indicates a problem with the group
configuration.

Even after a District LAM unassigns a group, a
user may still get this error.

The District LAM or User needs to email:
helpdesk@cde.state.co.us

All CDE applications

Page Not Found

ﬁ Internet Explorer cannot display the webpage

What you can try:

Diagnose Cannection Problems |

= More information

For Data Pipeline, IP Addresses are restricted
to Colorado only. Check the user’s location.

Contact the CDE Help Desk:
helpdesk@cde.state.co.us

for assistance and please provide your IP-
address at the same time
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